CbLlHOCT Ha BupTtyannsaumarta

BUpTyanHu mpexxku
Buaose mpeXosu Bpb3KM Ha BM
BupTyanHu KomytaTtopu u ap.
Buptyannu firewall n port-forwarding




Cwvovporcanue

1. BuaoBe mpexoBu BPb3KU HA BUPTYANHUTE MALLNHMK;
2. BupTyanHu KomyTtatopu u ap.;
3. Buptyannu firewall n port-forwarding;
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Buapose Mpexosu Bpb3kn Ha BM
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Buoose epv3ku na vNIC ¢ xocm mawunama

** be3 Bpb3Ka (No connection) — BM (HelHaTa VNIC) e Hanb/IHO M30AMpPaHa U HAMA
HWKaKBa BPb3Ka HaBbH T.€. HATO C XOCTa, HUTO C HEFOBUTE BbHLLUHU MPEXKU, HUTO C
APYrY BUPTYASHN MALLUNHW;

** BbrpewHa (Internal) — BM e nsonunpaHa ot BbHLWHAaTa cpena (BKkA. oT Host), HO nma
Bpb3Ka C gpyrnte BM;

** Camo xoct (Host-Only) — BM nma Bb3MOXHM KOMYHUKALMM CaMO B PaMKUTe Ha Host-a,
HO He u c LAN, Internet n aop. U3BbH Hero;

**  NAT — BM uma mnaxogauwm Bpb3ku (npe3 NAT) KbM XOCTa, KAKTO U KbM HETOBUTE

BbHWHM mpexun (LAN, MHTepHeT 1 ap.). BxogAawmnTe Bpb3KKM OT XOCTa U HErOBUTE
BbHLUHW MPEXM caTaBa camo n3pudHo npes Port Forwarding;

»*  NAT mpexa (NAT network) — npeanara sbamoxHoctuTe Ha NAT, KaTo B 4OMb/IHEHME
Pa3/INYHUTE BUPTYASHU MALLMHU C TO3M TUMN MPEXKa MMaT 4BYNOCOYHA BPb3Ka
nomexnay cu;

**  Mocrtos agantep (Bridge) — vNIC e aupekTHO cBbpaH (bridged) ¢ NIC Ha xocTa u Mma
CbLUMTE Bb3MOXHOCTM 33 BPb3Ka KaKTo Hero T.e. HaBcaKbae (Host, LAN, Internet, VMs,

uap.);
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Buoose epv3ku na vNIC ¢ xocm mawunama

m VM- Host | VM~Host | VM1-VM2 | VM - Net/LAN | VM — Net/LAN
) O N

Internal

Port forward

Port forward

NAT
network

Bndged
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https://www.virtualbox.org/manual/ch06.html#natforward
https://www.virtualbox.org/manual/ch06.html#natforward

bes epwv3ka
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Bvmpewna (Internal)
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Camo xocm (Host-Only)
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NAT

(S} Bupmyannu mpesrcu




NAT mpeorca (NAT network)

u e .
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Mocmoes aoanmep (Bridge)
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Buooese mpescosu epv3ku 6v6 VirtualBox

<&

"’ 3a BCEKM Mpe)'KOB ® — Linux - Network
aflanTep Moxe Aa ce = > a O
M 3 6 e p e B Mpla H a General  System  Display  Storage  Audioc  Metwork  Ports  Shared Folders  User Interface
B p-b3 KaTa: RO Adapter 2 Adapter 3 Adapter 4
)

RX Enable Network Adapter
B pgonbanutenHute Attachad b (T
(advanced) napameTtpute e Not attached
B/ NAT
MOXe Aa nsbepem smaa I
Ha eMy/inpaHaTa Adapter Type: | Ity ;T:::T::ta::; (82540EM) e
Mpe).KOBa KapTal MAC Promiscuous Mode: | Dej g::te—::gniiarpier +
alulpeca MI Ka KTO M planm MAC Address: 080027ED91C6E &
B MOMeEeHTa MCKaMme ,ﬂ,a [ Cable Connected
nMMma Bp-b3|'(a UIn He; Port Forwarding
%  3a HAKOW BUJ0BE BPbH3KU
MOXe Aa 3aaanem Port cancel | D

Forward napameTtpuTe;

Cbi-:; | Bupmyannu mpeorcu 12/21 Wl



BuptyanHmn Komyrtatopwu
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Hacmpouxu na supmyannu mpexcoeu komymamopu

Virtual

Ethernet =

adapters

ESX Server 3

virtual =

switches

Physical

Ethernet =

adapters

hYd

hAYd

Service
console

[ Management
LAN

r_
ok iv i |
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Cwv30asane Ha upmyaninu komymamopu 6v8 VirtualBox

[ NON | Qracle VM VirtualBox Manager
“* TMomarar 3a 12 root = A K D
Create @ FRemove  Properties
C-b3pla Ba H e H a - Bpyrm Win Mame l p.l |IPv4 Address/Mask IPvE Address/Mask DHCP Server
VLAN m - | vboxnet0 192.168.56.1/24
Win7

BK/IIOYBAHETO W oo

Ha pa3nML‘IHM B, L_inux

BM K-bM THX; e DHCP Server

\J

*%*  Bb3MmoOXKHOCTU

Configure Adapter Automatically

33 HAaCTPOMKaA

0 Configure Adapter Manually

Ha OCHOBHUTE IPv4 Address: 192.168.56.1
NnapameTpu; IPv4 Network Mask: 255.265.255.0
* Mo AAPDbXKKaTa IPv6 Address:
Ha DHCP IPv6 Prefix Length: 0
CbpBbBP N AP. Reset Apply

‘:"'5-5- | Bupmyannu mpeorcu 15/21 W



Xubpuonu cucmemu

Oracle VM VirtualBox Manager

=@ E dE &

Add import /¢ Properties ©  Help

"‘"?' Saved

< MNoseueto 0l oo
cbBpEMEHHU - Opyru Win
cncremu 3a =] Win?
BMpPTYyanm3sauma
npeanarat 1
Bb3MOXHOCTU 33
Cb3[aBaHe Ha
XnbpunanHu
CUCTEMMU;

% Te Bk/ouBat

KaKTO NOKaHu BM,
Taka n BM BbB
CUCTEMUTE Ha
NOCTaBYNLMNTE HA
Cloud ycnyru;

@ Powered Off

¢ Oracle Cloud Infrastructure

Mame: |Enter a name for the new profile...

Properties:

Reset

Add

f Yoo Bupmyannu mpedicu
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BuptyanHu Firewall n
Port-forwarding;
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Port-forwarding eve VirtualBox

o0e@ Linux - Network

N aE Qo@D O O

General System Display Storage  Audio Network Ports Shared Folders  User Interface

Name  Protocol Host IP Host Port Guest IP Suest Por @
& Er Rule1 |TCP 127.0.0.1 8080 80 &
Rule2 |TCP 443 443

|<>

&7, F|_~:>|

080

!.E‘:anne.l | m

= s OK
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Port-forwarding eéve VirtualBox

[1pn cTapTnpaHe Ha BM, o Liraex - Netwark
VirtualBox npmxsaLia u o w Q@D O O
General System Display Storage Audio MNetwork Ports Shared Folders User Interface
npenpallLa KOMYHUKALUKUATA OT
Mame  Protocol Host IP Host Port Guest IP 3uest Por @
Host nopTtoBeTe Kbm NopToBETE ®Er |Rue1 |TCP 127.001 8080 80 &
Ha cboTBeTHaTa VNIC Ha BM. i | o e i
$ netstat -an | grep LISTEN
tcpd 0 0 *:443 * % LISTEN
tcp4 0 0 127.0.0.1:8080 *.* LISTEN corcel | BECED

{3

<>

| OK
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Firewall, Mapwpymuzauus u op.

L)

L)

* [onAama 4acT OT CbpPBEMEHHUTE CUCTEMMU 3@ BUPTYAIN3auma NpeaoctaBaTt
Bb3MOKHOCTU 33 HAaCTPOMKa Ha BupTyanHu firewall nog egHa nnn gpyra
dopma. EAMHMNA BapmnaHT e cuctemarta Aa MMa BU3MOXKHOCT 33
HACTPOMKa Ha PUNTUPAHETO U ApYyrn, 06paboTKN Ha BXOAALLUTE U
nsxoaaLLmMTe naketn 8/ot BM (BkntountenHo Port-frowarding, NAT n
Ap.). Apyr BapmnaHT €, aKo cuMcTemaTta He NpeaocTaBsa AMPEKTHO Te3n
Bb3MOXXHOCTU 3a NapameTpusauma Ha BM, aa ce n3srpaam no-c/10XHa
MpeXXa OT HAKONIKO BM, eaHa nnm noseye, OT KOUTO Aa Ca MHCTaMPaHU
cbe cneymanmsmnpanm OC (nnm OC c 06wo NnpeaHa3HAYEHUE), HACTPOEHMU
3a paboTta KaTto mapuwpyTtmsatopwm, firewall u ap.;

*  M3rpakaaHeTo Ha MPeXKM OT TaKbB BUA, MOKe aa e
CBbP3aHO C eKCnepumeHTMpPaHe Ha Pas/IMYHKU CLueHapuu
N HAaCTPOMKK, HO MOXKe Aa e YyacT oT Production cuctema;

4
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